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A Simpler, More Personal Key to Protect Online Messages 
By JOHN MARKOFF 
 

ALO ALTO, Calif., July 6 — A Silicon Valley start-up company on Tuesday plans to unveil a new approach to 
sending secure electronic messages and protecting data, a simpler alternative to current encryption systems, 

which use long digital numbers, called public keys. 

The new company, Voltage Security, which is based here, instead uses another unique identifier as the public key: the 
message recipient's e-mail address. 

Under the Voltage system, the sender of a message uses software that converts the recipient's e-mail address into a 
number and then encrypts the message using a mathematical formula. The recipient can then use a similar formula in 
conjunction with a secret key to decode the message. The company says it would be almost impossible for an 
eavesdropper to use the formula. The software can be used with several existing PC e-mail programs. 

The new technology is based on the theoretical work of two computer scientists: Daniel Boneh of Stanford University 
and Matthew Franklin of the University of California at Davis. Two years ago, the two researchers proposed a 
theoretical solution known as "identity based encryption" as an alternative to the current, complex approach, using 
public keys, which must be validated with digital certificates held by a central and trusted repository. 

An Israeli scientist, Adi Shamir, one of the inventors of the modern public-key encryption system, first proposed the 
idea of identity based encryption in 1984. 

"This is a very different approach," said Ronald Rivest, a Massachusetts Institute of Technology computer scientist 
and another inventor of the public-key encryption technology. "In the whole security space, ease of use is critical." 

Voltage says that the computer security industry has been increasingly burdened by the steps needed to establish trust 
between two communicating parties. 

Before the invention of public-key cryptography, it was necessary for two parties to exchange a secretly held key to 
allow encryption and decryption of messages. Public cryptography made it possible for two parties who had never 
met to exchange secret information. 

Today, in order to exchange a secure electronic message it is necessary for the sender to go to a directory to find the 
recipient's public key. That public key is then used to scramble the message in such a way that only the recipient can 
read it by using a second, privately held key to unscramble it.  

That technique is now the backbone of all modern electronic commerce. However, for many kinds of simple 
communication like e-mail, cryptography systems have proved too daunting to most users and as a result are largely 
not utilized. 

Similarly, advanced communication tools like Internet telephony and two-way video could be far more secure, were 
it not for the challenges current encryption systems pose for unsophisticated users. 
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The Voltage system is intended to cut through that complexity. "Now you have something really easy to use that can 
be used from your desktop and laptop wherever you are in the world," said Sathvik Krishnamurthy, the president and 
chief executive of Voltage. 

Voltage now has two pilot programs, one with Silicon Valley Bank, based in Santa Clara, Calif., the other with 
eHealthInsurance, an online medical insurance company based in Sunnyvale, Calif. 

"We chose to pilot Voltage because its identity based encryption technology is straightforward to use and does not 
disrupt our existing e-mail infrastructure," said Bruce Telkamp, vice president and general counsel of 
eHealthInsurance. 

Industry analysts said that despite the relative ease of use of its system, Voltage faces the challenge of figuring out 
how to make its technology a standard while at the same time reaching profitability. 

A second challenge will be that in an increasingly online world, public-key systems have become far easier to use, 
said Bruce Schneier, a cryptography expert who is founder and chief technical officer of Counterpane Internet 
Security. 

"Nowadays its easy to look up a key," he said. "That has been solved by ubiquitous Internet access." 
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